Feroz Shah

Phone number: (+92) 3337022773 (Mobile) | Email address: ishpata@hotmail.com | Website:

https://fsmutimeer.github.io/ | LinkedIn: https://www.linkedin.com/in/fsmutimeer/

o WORK EXPERIENCE

SOFTWARE ENGINEER - 1T22 B.V - 1 Jan 2023 - Current - ISLAMABAD, PAKISTAN
Department: Development | Email: feroz.shah@it22.nl | Website: https://it22.nl/

* Led the backend team in developing and maintaining scalable microservices using Quarkus, MongoDB,
Apache Camel, and Kafka for enterprise applications.

+ Designed and implemented a dynamic Role-Based Access Control (RBAC) system using Keycloak, enabling
fine-grained permission management across different modules.

+ Built and optimized MongoDB aggregation pipelines, significantly improving data retrieval efficiency and
system performance.

* Integrated Apache Camel and Kafka for seamless data processing, automation, and event-driven
communication between microservices.

+ Developed real-time notification, relay-service and email services, enhancing cross-platform
communication and user engagement.

+ Collaborated with cross-functional teams to optimize ERP and PMS systems, ensuring high scalability,
maintainability, and efficient workflows.

+ Deployed a Red Hat OpenShift cluster via Assisted Installer from console.redhat.com, deploying 3 control
plane and 1 worker nodes on KVM on premises.

* Deployed OKD on KVM on premises with 3 control nodes and 1 worker node.

+ Designed and implemented Tekton CI/CD pipelines resolving critical build infrastructure issues (too many
open files errors) by optimizing Maven containerized builds with single-threaded compilation and JVM memory
isolation, ensuring consistent deployments across multiple Java versions.

« Maintained Argo CD applications (App-of-Apps and per-service apps), wiring them to Git repositories and
Helm charts to enable fully GitOps driven deployments on OpenShift.

* Integrated Git webhooks with OpenShift Pipelines and Argo CD, enabling automatic pipeline runs and
application syncs on code changes.

+ Helm Configured Helm values and environment specific service configurations for multiple microservices.

+ Container & Cluster Security Monitoring: Deployed and configured Wazuh on OpenShift and OKD clusters
for centralized security monitoring, log analysis, and threat detection across containerized environments.

+ CI/CD Pipeline Security Integration: Integrated Trivy image vulnerability scanner into CI/CD pipelines to
automate container image scanning, enforcing shift-left security and detecting CVEs prior to deployment.

SOFTWARE ENGINEER - ESOLS TECHNOLOGIES - 1 Aug 2021 - 1 Jan 2023 - ISLAMABAD, PAKISTAN
Website: https://esols.tech

+ Developed and maintained backend services for 6+ projects, leveraging Node.js, Express.js,
MongoDB,Socket.lO0, AWS S3, and AWS Lightsail.

+ Contributed to the development of multiple applications, including EGASI, Khebra, SmartBookings, Waves,
and Brainbook, enhancing functionality and improving performance by 35%.

* Integrated AWS S3 for file storage and retrieval, improving application reliability.

o SKILLS

Java | Quarkus | Good knowledge of Kubernetes | Python | Tekton CICD | GitOPS: ArgoCD | Javascript |
Docker | NodeJS | Express)S | SQL | MYSQL | MongoDB | Git | GitHub | Postman | Firecamp | AWS (EC2, S3,
Lightsail) | Keycloak (IDM) | Version Control Systems (Git, Bitbucket) | Kong Gateway | Security & DevSecOps:
Wazuh, Trivy, Container Security, Vulnerability Scanning | Container Orchestration: OpenShift, OKD

o EDUCATION AND TRAINING

20 MAR 2017 - 3 OCT 2019 Islamabad, Pakistan
M.SC INFORMATION TECHNOLOGY - 16YR EDUCATION Quaid-e-Azam University

Address Quaid-i-Azam University Islamabad, Pakistan, 45320, Islamabad, Pakistan | Website https://qau.edu.pk/


mailto:ishpata@hotmail.com
https://fsmutimeer.github.io/
https://europa.eu/europass/eportfolio/screen/redirect-external?url=https://www.linkedin.com/in/fsmutimeer/
mailto:feroz.shah@it22.nl
https://it22.nl/
https://esols.tech
https://qau.edu.pk/

LANGUAGE SKILLS

Mother tongue(s): KALAS'A MON'DR
Other language(s): ENGLISH

MANAGEMENT AND LEADERSHIP SKILLS
President of IIT-Society Quaid-i-Azam University, Islamabad

As the president of the IIT Society at Quaid-i-Azam University, Islamabad, | successfully led the organization of various
initiatives, including trips, events, and extracurricular activities. My role involved coordinating with team members,
managing logistics, and ensuring that each event was both engaging and enriching for participants, thereby enhancing
the student experience and fostering a vibrant community.

Link https://www.facebook.com/IITSocietyQAU
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